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Abstract In this paper, the problem of secure transmis-
sion of sensitive contents over the public network
Internet is addressed by proposing a novel data hiding
method in encrypted images with dual-level security.
The secret information is divided into three blocks using
a specific pattern, followed by an encryption mechanism
based on the three-level encryption algorithm (TLEA).
The input image is scrambled using a secret key, and
the encrypted sub-message blocks are then embedded in
the scrambled image by cyclicl8 least significant bit
(LSB) substitution method, utilizing LSBs and interme-
diate LSB planes. Furthermore, the cover image and its
planes are rotated at different angles using a secret key
prior to embedding, deceiving the attacker during data
extraction. The usage of message blocks division,
TLEA, image scrambling, and the cyclic18 LSB method
results in an advanced security system, maintaining the
visual transparency of resultant images and increasing
the security of embedded data. In addition, employing
various secret keys for image scrambling, data
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encryption, and data hiding using the cyclic18 LSB method
makes the data recovery comparatively more challenging for
attackers. Experimental results not only validate the effective-
ness of the proposed framework in terms of visual quality and
security compared to other state-of-the-art methods, but also
suggest its feasibility for secure transmission of diagnostically
important keyframes to healthcare centers and gastroenterol-
ogists during wireless capsule endoscopy.

Keywords Information security - Wireless capsule
endoscopy - Image encryption - Steganography - Video
summarization - Medical image analysis

Introduction

Cryptography is one of the most well-known methods of se-
cure communication, converting secret data into unreadable
forms before transmission, ensuring its integrity, confidential-
ity, and authenticity. The encrypted unreadable data transmit-
ted over the Internet usually diverts the attention of adversar-
ies who intend to decrypt or modify it and thereby instigate a
beach of sensitive data [1]. To address this issue, the idea of
steganography is proposed, which provides a secure channel
for covert communication over the Internet. It enables users to
embed their secret messages inside innocent carriers including
text, images, videos, audio, and network packets such that its
existence is undetectable by human visual system (HVS) and
is known only to the communicating bodies [2].

Over the past decade, numerous steganographic methods
have been proposed by researchers focusing on payload,
imperceptibility, and security. These methods are applicable in
various applications including tamper-proofing, online voting
security, copyright protection, and covert communication [3].
Steganographic techniques can be classified into two classes:
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spatial domain techniques (direct modification of host image
pixels) and frequency domain techniques (host image is
transformed into frequency domain, and a secret message
is embedded inside its co-efficients) [1]. Spatial domain
techniques have a higher payload and better
imperceptibility but can be easily affected by different
normal and geometric attacks such as cropping, compres-
sion, rotations, and noise attacks. Spatial domain
approaches include LSB based methods [4-6], edges
based approaches [7-9], pixel indicator techniques (PIT)
[10-12], and pixel value differencing (PVD) methods [1].
On the other hand, frequency domain techniques are
computationally complex in nature and lack the larger
embedding capacity but are comparatively resilient
against different attacks. Transform domain approaches
include discrete wavelet transform, Arnold transform
techniques, integer contour transform, and discrete cosine
transform based methods [13—18]. Higher payload, good
image quality, and less computational complexity make
spatial domain schemes more feasible for medical security
applications such as secure transmission of electronic
patient records (EPR) and keyframes of wireless capsule
endoscopy (WCE) to healthcare centers [19].

The limited capacity along with extensive computa-
tions of transform domain techniques make them less
suitable for various security applications. Therefore,
our security framework uses spatial domain for data
hiding, and the literature presented here is related to
spatial domain. The basic method of spatial domain data
hiding is LSB substitution, wherein the LSBs of any
input image are substituted with secret information.
This method is quite simple and can be easily detected.
Keeping in view this shortcoming, various improved
versions of the LSB method have been proposed in
literature [20, 21], focusing on its payload, visual qual-
ity, and security [22]. Wang [23] integrated the LSB
method with a genetic algorithm for improving the vi-
sual quality but with extra computational complexity,
which was reduced by Chang [24] using dynamic pro-
gramming based LSB substitution. Chan [25] presented
pixel adjustment based data hiding approach increasing
the perceptual transparency. Thien [26] combined the
LSB method with modulus functions, obtaining an ac-
ceptable visual quality. Wu [27] integrated the LSB ap-
proach with pixel value differencing, resulting in a rel-
atively higher payload and better visual quality.

The LSB based methods are easy to implement but
can be easily compromised using different steganalysis
detectors [25, 28]. To handle this issue, the authors in
[7] presented the LSB matching (LSBM) technique by
randomly adding/subtracting 1 to/from the pixel value
based on the bits of secret information producing min-
imal artifacts in host images. Mielikainen [6] nominated
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LSBM revisited (LSBMR) method by embedding two
bits in a pair of pixels, thus reducing the modification
rate from 0.5 to 0.375 per pixel. To increase the pay-
load of LSB based techniques, Parvez [29] presented
PIT where data is embedded in one or two channels,
selected based on fixed indicator channel. Adnan [11]
nominated secret key based indicator selection technique
by considering the channel intensity, increasing the pay-
load. To increase the security and further improve the
payload, various pixel indicator based techniques have
been proposed by researchers in the literature [11,
30-34].

The techniques discussed earlier use the concept of
pixel indicator and LSB, not considering the pixels’
relationship during data hiding. Tsai [28] took into con-
sideration the pixels’ relationship by hiding more bits in
edge area pixels that are less detectable by HVS, pro-
viding a higher payload. Chen [35] utilized hybrid edge
detectors, further improving the payload. Lue [7] inte-
grated LSBMR with Tsai’s technique [28], resulting in a
higher payload as well as better visual quality.
Ioannidou [8] extended the edge based technique to
RGB images, providing a threefold higher payload as
compared to grayscale images. Grover [36] divided the
secret data into edge and non-edgy blocks and embed-
ded 3 bits per edgy pixels and 2 bits per smooth pixel,
traversing the image from center, increasing the security
and payload with a fixed quality. Kanan [9] presented a
new edge based approach by tuning the quality and
payload, increasing its feasibility of usage for various
applications.

The aforementioned techniques directly embed secret
data in images without shuffling and encryption. This
limitation makes the extraction of secret data easy for
attackers subject to successful discovery of the embed-
ding algorithm. In addition, the host image is not
scrambled prior to data hiding, decreasing the level of
security. Furthermore, some of the existing techniques
produce low quality stego images with visible visual
artifacts, hence reflecting the attention of the adversaries
during transmission.

In this paper, we propose an imperceptible steganographic
technique to overcome the mentioned limitations. The main
contributions of this work are summarized as follows:

1. A novel crystographic framework by combining the
strengths of image scrambling, cryptography, and stega-
nography for secure transmission of secret information
and especially for electronic patient records to healthcare
centers.

2. Encrypting the secret information prior to data hiding
using a three-level-encryption algorithm (TLEA), intro-
ducing an extra layer of security. In addition, the host



J Med Syst (2016) 40:114

Page 3 of 16 114

image is scrambled before data embedding, increasing the
complexity of data extraction, and hence making the brute
force attack less feasible.

3. A novel data hiding scheme called “cyclic18 LSB
substitution” is proposed, producing visually high quality
stego images and scattering the secret data/EPR in differ-
ent channels of the host image, hence making the extrac-
tion more challenging for attackers.

4. An important application of the proposed framework
for secure transmission of keyframes extracted from
WCE videos using video summarization to remote
patient monitoring centers and gastroenterologists.
The application has many advantages to healthcare
centers such as preservation of patients’ privacy, re-
duction in transmission cost, saving the gastroenter-
ologists’ time of browsing and analysis, and im-
proved diagnosis.

The rest of the paper is organized as follows. The
proposed framework is detailed in Section 2, followed
by experimental results and discussion in Section 3.
Section 4 explains the application of the proposed
framework in secure wireless capsule endoscopy.
Section 5 concludes the paper and suggests future work.

The proposed security framework

In this section, we describe the main components of the
proposed framework along with simple examples, clari-
fying its conceptual novelty. First, the input image is
rotated at 180° and then scrambled based on a secret
key, resulting in scramble planes. The motivational fac-
tor behind rotation and image scrambling is to increase
the complexity of data recovery for attackers, making
the brute force attack less feasible. Next, the secret in-
formation is divided into three sub-blocks based on a
secret pattern in the ratio 4:3:1 and are encrypted using
TLEA. For ease of understanding, the proposed division
mechanism is illustrated using the following example.

Consider a message M with S characters where each
character can be represented by an ASCII value of 8
bits. Suppose N contains the binary bits of M. For di-
vision of “N” into three blocks m; m, and mj; in the
ratio 4:3:1, we have used the mechanism of Eq. 1 as
follows:

.

3y

nmyp = x (l)
8

.

T8

The reason for this data division is twofold: i) to
embed the largest portion of data m; into the LSB
plane, the second larger block m, into second LSB
plane, and finally the smallest block mj; into the third
LSB plane and ii) to keep the modification rate at the
lowest possible minimum. Finally, the encrypted blocks
are embedded within the scrambled image using an ex-
tension of the LSB substitution method known as cy-
clicl8 LSB substitution. The major steps of the pro-
posed framework are shown in Fig. 1.

Secret key based image scrambling

In this sub-section, we briefly describe the proposed
image scrambling method. Four different sub-keys have
been used to complete the whole process of image
scrambling. Sub-key; is used for scrambling the eight
planes of green channel, sub-key, is used for scram-
bling the eight planes of red channel, sub-keys is uti-
lized for scrambling of blue channel, and finally sub-
keys is used to combine the three encrypted channels,
resulting in a scrambled image. The proposed keys play
two important roles in image scrambling: rotating each
plane of a channel on a different angle and swapping
the eight planes of a given channel. Each sub-key con-
sist of eight digits except sub-key,, which is 3 digits
long. These sub-keys are combined for making a scram-
bling secret key, controlling the entire process of image
scrambling.

Three-level encryption algorithm (TLEA)

The TLEA encrypts the three message blocks of secret infor-
mation prior to applying the cyclic18 LSB substitution algo-
rithm. This newly designed algorithm contains three different
sub-procedures including bitxor of stego key bits and message
bits with 1, bits shuffling procedure, and encrypted secret key
based encryption. The motivational reason behind its usage is
to increase the security of embedded data, introducing extra
barriers in the way of an attacker, hence making data recovery
more challenging. The main steps are depicted by flowchart in
Fig. 2.

To briefly explain the proposed encryption scheme, con-
sider M as a secret message such that M=*“C” with binary
equivalent B= (01000011), and K as a stego key with bi-
nary K= (01011011),. First of all, the bitXOR operation is
applied on the stego key and message bits such that B;=
(010000116 11111111) = (10111100), and K;=
(0101101111111111) = (10100100),. The second sub-
procedure is to apply the bits shuffling scheme on both of
the resultant bits i.e. Bp=shufflingScheme (B;) =
shufflingScheme (10111100), = (01111100), and K,=
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shufflingScheme (K;) = shufflingScheme (10100100), =
(01011000),. The final sub-procedure is encrypted stego

key based encryption that is applied on B, using K,. The
third procedure works as follows:

Encrypted stego key based encryption

i Set finalBits=[ | % Empty

il. If a shuffled and encrypted bit in K,= 1
Then apply bitXOR (B, bit, logical 1) and append the

resultant bit with finalBits array.

Else

Append B, bit with finalBits array without bitXOR

operation.

iii. Repeat step 2 until all bits are encrypted

Applying this procedure on B, bits using K, results in
finalBits= (00100100),, which is completely different from
the actual sequence of secret bits B=(01000011),. For decryp-
tion, the reverse operations are applied, i.e. bitXOR of stego
key bits with logical 1, bits shuffling of resultant stego key,
shuffled key based decryption of original encrypted bits, and
finally bitXOR of message bits with logical 1.

Cyclic18 LSB embedding algorithm

The proposed embedding algorithm hides the encrypted secret
bits in the LSBs of the host image in a randomized pattern,
increasing its security. The pattern in which the message bits
are embedded in different channels of the carrier image is
RGB, RBG, GRB, GBR, BRG, BGR, and so on. These six

[p1: 11010110, 10000110, 110101101,
[ps: 11000111, 11100110, 111101101,
[ps: 11011110, 00000111,01010110],
[p7: 11010101, 10000101, 000101101,
[po: 11010110, 10000110, 11010111,
[pii: 11000111, 11100110, 11110111],
[pi3: 11011110, 00000111,01010110],
[pis: 11010101, 10000101, 000101101,
[pi7: 11011101, 10000101, 010101101,

pairs each of three planes, result in eighteen channels. That is
why the proposed scheme is termed as cyclicl8 LSB method.
The motivational reason behind using cyclic18 LSB substitution
is to scatter the secret information in the LSBs and intermediate
LSBs of the host image, making the data recovery more chal-
lenging for malicious users, hence increasing the security of
steganographically hidden data. The main steps of cyclicl8
LSB approach are depicted by the flowchart in Fig. 3.

The embedding cyclic18 LSB method is further clarified
using the following example. Consider a 24-bit image with pixels
{p1—p1s} where each pixel is represented by 24 bits i.e. eight bits
for the red channel, eight bits for the green channel, and eight bits
for the blue channel. (Syntax: [pixel number: red, green, blue]).
For the sake of ease of understanding, we present only the LSB
part of the cyclic18 LSB substitution method with an example.

[p2: 11000110, 10110110, 11010100],
[ps: 10010110, 10101110, 11010111],
[ps: 11011110, 10110110, 11010111],
[ps: 11011111, 11010110, 11000110]

[pro: 11000110, 10110110, 110101001,
[p12: 10010110, 10101110, 11010111],
[pra: 11011110, 10110110, 11010111],
[pre: 11011111, 11010110, 11000110].
[pis: 11011011, 10010110, 11010110]
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Consider a secret message M= “ABC” whose binary equiva-
lent is B= (01000001 01000010 010000011), and stego key bits
K= (01011011),. After applying TLEA using stego key K, the
bits obtained are given as finalBits= (00100101 00100110
00100100),. Now follow the pattern RGB, RBG, GRB, GBR,
BRG, and BGR cyclically and embed data in different channels
of the host image using the LSB method. The pattern shows that
the secret bits are embedded in the host image’s pixels as follows:
Embed the 1% secret bit of block; in pixel,’s red channel, 2" bit
of block; in pixel,’s green channel, 3" bit of block; in pixels’s

blue channel, 4™ bit of block; in pixel,’s red channel, 5 bit of
block; in pixels’s blue channel, 6™ bit of block; in pixels’s green
channel, 7" bit of block; in pixel,’s green channel, 8" bit of
block; in pixelg’s red channel, 9™ bit of block; in pixely’s blue
channel, 10" bit of block, in pixel;o’s green channel, and so on.
The embedding sequence is shown in Table 1.

Using Table 1 and the LSB substitution scheme, we embed
the encrypted message bits finalBits= (00100101 00100110
00100100), in the pixels (p;-p;s) and get the pixels (p;"-p;s’)
as follows:

[pi": 11010110, 10000110, 110101107, [p2 11000110, 10110110, 11010100],
[ps: 11000111, 11100110, 11110111], [ps" 10010110, 10101110, 11010111],
[ps': 11011110, 00000110, 010101107, [ps: 11011110, 10110111, 11010110,
[p7: 11010101, 10000100, 000101107, [ps': 11011111, 11010110, 11000110,
[ps": 11010110, 10000110, 110101107, [pio: 11000110, 10110110, 11010100],
[pi": 11000111, 11100110, 11110111], [pi2': 10010110, 10101110, 11010111],
[p13": 11011110, 00000110, 010101107, [pia: 11011111, 10110111, 11010110,
[pi1s": 11010101, 10000101, 000101107, [pie: 11011110, 11010110, 110001101,
[pi7: 11011101, 10000100, 01010110], [pig': 11011010, 10010110, 11010110]

Herein, the bold face black color LSBs represent the loca-
tions where secret bits are embedded, and the bold face
underlined black color indicates the altered LSBs as a result
of message embedding.

Data recovery algorithm

The data recovery algorithm extracts the hidden secret data
from the stego image by applying the reverse operation of the
embedding algorithm. The same pattern of the embedding
algorithm is also used in the extraction process i.e. RGB,
RBG, GRB, GBR, BRG, BGR, and so on. The extracted bits
are then decrypted using the reverse operations of the three-
level encryption algorithm to get the original secret message.
The main steps of the extraction algorithm are depicted in the
flowchart in Fig. 4.

Experimental results and discussion
In this section, we present the complete experimental setup for
evaluating the performance of the proposed method in terms

of payload, security, and perceptual transparency of the resul-
tant stego images. The proposed method is compared with ten
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state-of-the-art techniques, belonging to three different cate-
gories including LSB and cyclic LSB based techniques [6, 7,
21, 37], pixel indicator based techniques [11, 38, 39], and
color model exchange based techniques [40, 41]. MATLAB
R2014a is used for simulation and conducting a variety of
experiments based on various image quality assessment met-
rics (IQAMs) [42—44]. In the next sub-sections, the detail of
experiments and comparison is presented along with a securi-
ty analysis, illustrating the strength of the proposed scheme.

Dataset

In this section, we briefly describe the images dataset
and their sources. We have used a dataset of 50
standard images, selected from various standard data-
bases including USC-SIPI-ID [45], LIVE [46], and
COREL [47]. The dataset contains images of different
nature such as smooth and edgy images which is the
criteria for selecting images for the performance
evaluation of steganographic schemes. Some of the
famous standard images used for evaluation of stegano-
graphic algorithms are Lena, baboon, trees, house,
peppers, fl6jet, and building, which are included in
the dataset. To fully evaluate the performance of all
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Fig. 3 Flowchart for the embedding algorithm

methods and make the comparison unbiased, the images
are adjusted to different resolutions depending on the
requirements.

Quantitative evaluation

index metric (SSIM) [49]. These metrics can be

Replace LSB of red channel
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channel with block2 bit;
Replace 3 LSB of blue channel
with block3 bit
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Yes

Increment indicator by 1

!

Proceed with next pixel

lated using equations 2—5 as follows:

2
PSNR = 10log,, <CL>

MSE

M N
. i . o . 1 )

This sub-section explains the quantltatlvs.: evaluatlpn of  psE = WZ Z (Sxy_cxy)

the proposed scheme and other competing techniques. =1 =1

All the techniques are tested using three different exper- v oN

iments. Experiment 1 hides a message file of 8KB in

nents. Exp | ssage. 53 (S % Co)

different images with equal dimensions (256x256 po ey

pixels). Experiment 2 embeds message files of different NCC = M N

sizes (2KB, 4KB, 6KB, and 8KB) in same images of Z Z s2

same resolution. Experiment 3 makes use of same im- =1 =1 ¥

ages with the same size cipher but different dimensions.

The performance evaluation is based on various IQAMs (Zﬂxﬂy + Cl) (zaxy + Cz)
. . . SSIM(C,S) =

such as peak signal-to-noise ratio (PSNR) [48], normal- ) ) 2, 9

. . L K+ py+Ci) (oy +0;+Co

ized cross correlation (NCC), and structural similarity

Table 1  Sequence for embedding process
1 2 3 4 5 6 7 8 10111213 |14 |15 |16 |17 |18
R |G B |[R |B G G |R G |B|R|B |R |G |B |G |R

calcu-
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Fig. 4 Flowchart for the data recovery algorithm

Here, C and S show the cover image and output stego
image, respectively, M and N represent image dimensions, X
and y are counter variables, and i, Oy, Uy, Oy, Ox, show
statistical terms [50, 51].

Quantitative results and discussion

The quantitative results and comparison of all implemented
methods including the proposed method are detailed in this
section. Figure 5 shows a set of cover and stego images from
the dataset. Figures 6, 7 and 8 show the quantitative experi-
mental results of the existing methods and the proposed meth-
od using various IQAMs.

Table 2 shows the results of experiment 1 using an average
score of PSNR over fifty images for the proposed method and
the other five methods. These five methods belong to the
category of LSB and cyclic LSB based methods. Table 3 pre-
sents the results of experiment 1 using NCC for the proposed
method and other five methods. The methods included for
comparison in Table 3 belong to the category of pixel indica-
tor and color model exchange based methods. Figure 6 dem-
onstrates the performance of the proposed scheme in compar-
ison with all ten mentioned methods using SSIM. The graph is
constructed using the average score of SSIM, calculated over

@ Springer

|

Proceed with next pixel

fifty images. Table 2, Table 3, and Fig. 6 show that the FFM
technique gives worse results in terms of NCC and SSIM; the
performance of LSB-M, LSB-MR, CST, and SHSI is almost
same, and MLSB-HIS method is approaching the proposed
method. It is clear from Table 2, Table 3, and Fig. 6 that the
proposed method achieves the highest average score of PSNR,
NCC, and SSIM over fifty images, hence validating its better
performance in contrast to the other ten methods.

Figure 7 shows experiment 2 results of the proposed frame-
work and other competing methods by hiding secret data of
various sizes (2KB, 4KB, 6KB, and 8KB) in different stan-
dard images, keeping the image dimensions the same. Each
sub-graph represents the comparison of the proposed method
with three competing methods, each of which is selected from
the given three categories of techniques based on varying size
of secret information, i.e. 2KB, 4KB, 6KB, and 8KB, respec-
tively. By analyzing the results of Fig. 7, we can see that the
proposed method dominates all the mentioned schemes by
achieving the highest score of PSNR in all cases, hence vali-
dating its better performance.

Figure 8a and b show the performance evaluation of the
proposed method with the other ten techniques using PSNR
for experiment 3. In this experiment, the message size and
tested image is kept the same, while the image dimension
varies, i.e. 128x128, 256x256, 512x512, and 1024x1024
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Fig. 5 A set of input cover and output stego images of the proposed
method. The first two rows show cover images from left to right
including Lena, couple, Barbara, scene, baboon, airplane, home, and
trees. The 3™ and 4™ rows show the resultant stego images of the

proposed method with their corresponding PSNR scores including
Lena=55.8865dB, couple=53.9442dB, Barbara=45.3401dB,
scene=43.8451dB, baboon=49.9442dB, airplane=54.1581dB,
home=52.9981dB, and trees=41.9458dB
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Fig. 6 Experiment 1 results: comparison of the proposed method with other ten competing methods using average score of SSIM computed over fifty

images
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(a)
=#=5CC ~O-LSB-M =E=MLSB-HS| =#=Proposed Method
Baboon
Corel_56 60 Lena
Corel_202
Corel_307
Corel_127
Corel_143
Barbara

Fig. 7 Experiment 2 results: comparison of the proposed scheme with
other methods of three categories using PSNR over 20 standard test
images by varying amount of embedded data (2KB, 4KB, 6KB, and
8KB). (a) PSNR based performance evaluation of proposed method

pixels. This experiment analyzes the effect of image size on
the performance of each mentioned method. By analyzing
Fig. 8a and b, we can see that the performance of certain
methods gradually increases with increases in image dimen-
sion such as CST, SCC, PIT, and MLSB-HSI. On the other
hand, there is variation in the PSNR score of other competing
methods with an increase in image dimension. The proposed
method achieves the highest PSNR score in all cases, keeping
its performance consistent, hence validating its better perfor-
mance in contrast to the ten given methods.

Qualitative evaluation

In this section, we evaluate the performance of the proposed
framework and other competing methods using qualitative
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with LSB, CST, and PIT by hiding 2KB data in all the given images as
shown in the shape of circle. (b) Evaluation based on 4KB data. (c)
Evaluation based on data of size 6KB and (d), PSNR based comparison
when the data size is KB

evaluation, which is one of the performance evaluation
methods for steganographic techniques. In this evaluation
strategy, we have used mean opinion score (MOS) [52] and
visual histogram changeability [41] as metrics for evalua-
tion. In the case of MOS, we requested five professors and
five PhD students to rate the visual quality of stego images
generated by the proposed scheme and other mentioned
approaches using a scale of 0 (unsatisfactory quality) to 5
(highest quality). The quality evaluators include five male
and five female researchers within the age range of
25-50 years, working in image and video processing.
They were trained for 1 hour about the evaluation process
and importance of this security application. A total of ten
standard test images were rated during this assessment meth-
od, and the MOS scores were averaged as shown in Table 4.
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Fig.8 (a) Experiment 3 results: comparison of the proposed method with

five competing methods, belonging to the category of LSB and cyclic
LSB based approaches using PSNR. (b) Experiment 3 results:

By interpreting the MOS based results in Table 4, we
observed that the proposed framework generates visually
high quality stego images in contrast to all other tech-
niques under consideration. Thus, it reduces the chances
of detection by HVS, preserving the security of the
embedded information. To further evaluate the visual
quality, we have considered histogram changeability of
the resultant stego images. The sample test image
“Lena” and its corresponding histograms of three chan-
nels for cover and stego image are shown in Fig. 9.

1024

comparison of the proposed scheme with the other five competing
methods, belonging to the category of pixel indicator and color model
exchange based methods using PSNR

From Fig. 9, we can confirm that there are no obvi-
ous changes in the histograms of cover and stego im-
age, resulting in less histogram changeability, hence val-
idating the better performance of the proposed method.

Secret key sensitivity analysis
In this section, we describe the sensitivity of the secret

key in context of security for the proposed framework.
The secret key is generally expected to be of maximum
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Table 2  Results of experiment 1: PSNR (dB) based comparison of the
proposed technique with other five state-of-the-art methods, belonging to
LSB substitution and cyclic LSB substitution based methods, including

the simple LSB method, the cyclic LSB method, the LSB matching tech-
nique, the LSB matching revisited technique, and the cyclic stegano-
graphic technique with an embedding capacity=1 bits per pixel

Serial number Image name LSB method CLSB [37] LSB-M [7] LSB-MR [6] CST [21] Proposed
method method
1 Peppers 55.9251 53.0445 49.3252 40.3691 52.9717 56.0235
2 Airplane 53.4882 47.4852 45.6879 49.2347 47.4902 54.1581
3 Couple 52.8935 48.9459 46.5598 47.9971 48.9446 53.9442
4 Corel 205 50.9353 48.9508 46.5779 48.8077 48.9559 50.9525
5 Trees 39.0436 38.5418 38.2702 39.5397 38.5421 41.9458
6 Corel 300 47.1757 47.4921 45.6642 39.7967 47.4941 48.4874
7 Corel 118 38.8939 36.0779 35.9214 347013 36.0779 40.0780
8 Home 50.1659 51.1776 47.6956 40.2518 51.1564 52.9981
9 Baboon 48.1648 48.9531 46.5568 39.9997 48.9536 49.9442
10 Lena 54.8865 54.9211 49.2562 40.2340 54.8384 55.8865
Avg. of 50 images 51.9589 47.9390 45.1515 43.4931 47.9474 53.9516

length so that it can survive against brute force attack
where the attacker applies all possible combinations of
characters to crack it, which leads to breakage of the
security algorithm [41, 53].

Keeping this concern in view, we have used three
different keys: scrambling key, encryption key, and em-
bedding key. These keys are combined to make a single
master key which has been utilized in the proposed
framework. For simplicity and ease of calculation, we
have kept the size of these keys small i.e. 27 digits for
the scrambling key and 64 bits for the embedding key
as well as the encryption key. One can increase the
length of these keys to further increase the security,

Table 3  Results of experiment 1: NCC based comparison of the
proposed technique with other five state-of-the-art methods, belonging
to pixel indicator based techniques and color model exchange based

depending on the requirement and type of application.
A small change in any of the used keys results in a
significant change in the decryption process, leading to
an invalid hidden message.

Security strength of the proposed framework

The security strength of the proposed framework is an-
alyzed using Kirchhoff’s principle [54], assuming that
the procedure of data hiding is known to attackers. In
this case, the security of the whole system depends on
secret key selection, i.e. the system is considered
enough secure if the adversaries cannot detect/extract

approaches, including the PIT method, Karim’s method, the simple HSI
method, and the magic LSB based HSI method with an embedding ca-
pacity=1 bits per pixel

Serial number Image name SHSI method MLSB-HSI PIT [11] FMM method Karim’s method [39] Proposed method
[40] method [41] [38]
1 Scene 0.9897 0.9997 0.9896 0.9796 0.9887 0.9998
2 Couple 0.9775 0.9795 0.9785 0.9695 0.9796 0.9882
3 Baboon3 0.9898 0.9898 0.9794 0.9597 0.9889 0.9998
4 Design 0.9987 0.9988 0.9990 0.9798 0.9909 0.9995
5 Competition 0.9919 0.9980 0.9981 0.9889 0.9989 0.9997
6 Corel 338 0.9845 0.9934 0.9960 0.9797 0.9888 0.9983
7 Corel 141 0.9551 0.9519 0.9021 0.9202 0.9719 0.9821
8 Corel 301 0.9876 0.9878 0.9798 0.9598 0.9799 0.9998
9 Corel 205 0.9972 0.9975 0.9891 0.9791 0.9959 0.9991
10 Corel 134 0.9935 0.9940 0.9894 0.9799 0.9993 0.9996
Avg. of 50 images 0.9768 0.9829 0.9669 0.9652 0.9729 0.9932
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Table 4 MOS score based evaluation of the proposed method with other schemes

Image Name LSB SCC CST LSB-M LSB-MR PIT FMM KM MLSB-HSI Proposed Method
Lena 35 34 33 32 3.8 3.1 3 39 44 4.5
Baboon 3.8 3.6 3.5 33 3.6 32 32 37 4.1 42
Airplane 4.1 3.8 3.9 3.7 3.8 35 34 4.1 43 44
Home 39 3.4 32 32 3.5 33 3.1 3.8 4.0 42
Couple 42 3.7 3.5 34 3.6 32 3 4.1 43 43
Barbara 34 3.1 32 3.1 33 3 32 3.7 3.7 39
Peppers 32 3 32 3 34 3.1 33 3.6 3.8 4.1
Trees 33 3.1 3 3.1 3 32 3 35 3.7 4
Army 3.7 34 32 34 35 3 3.1 3.7 3.8 42
Scene 3.6 32 33 35 34 33 34 4 42 43
Average of 10 images 3.67 3.37 3.33 3.29 3.49 3.19 3.17 3.81 4.03 421

the embedded information despite knowing the data em-
bedding procedure. This makes the secret key selection
very crucial for securing the system. Based on this, we
have used three different keys including a scrambling
key (216 bits), an encryption key (64 bits), and an em-
bedding key (64 bits), producing a master key of 344
bits, and thus providing enough key space to resist the
brute-force attack. A brief analysis for the security
strength of the proposed scheme is illustrated as fol-
lows:

Master key length = 344 bits
Possible number of keys = 2344

If the attacker is generating 1 million keys per sec-
ond, then the total time required for finding the actual
key can be calculated as follows:

Key generating speed = 10°
2344

10° x 365 x 86400
Average number of years required = 5.68 x 10%°

Number of years required = = 1.1363 x 10°°

According to this analysis, we can conclude that the pro-
posed framework provides enough security to remain resilient
against a brute-force attack, hence validating its effectiveness.

Fig. 9 Visual quality assessment: The first line shows the standard Lena test image along with histograms of its three channels i.e. red, green, and blue
(left to right). The second line illustrates the stego Lena image and histograms of three channels after embedding 8KB text using the proposed method
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Fig. 10 Secure transmission of diagnostically important keyframes extracted using video summarization during wireless capsule endoscopy to

gastroenterologists and healthcare centers
Applications of the proposed framework

In this section, we describe several general and one specific
application of the proposed framework regarding security and
privacy. The general applications of the proposed framework
include copyright protection, TV broadcasting, top-secret
communication, feature tagging, and improving the perfor-
mance of search engines. The special application of the pro-
posed method is briefly explained in the coming sub-section.

Secure and efficient wireless capsule endoscopy using
the proposed method

Wireless capsule endoscopy (WCE) is the process of identi-
fying the causes of diseases by visualizing the inaccessible
portions of the human body by gastroenterologists. The sys-
tem consists of three major components including a one-time
usable wireless capsule, a battery along with an image record-
ing unit (IRU), and a sensing system [55]. During the WCE
process, the patient wears the IRU and swallows the dispos-
able capsule, which transmits the video frames to IRU wire-
lessly when passing through the patient’s gastrointestinal tract.
The detailed explanation of the entire process can be found in
Ref[56]. A huge amount of video frames are generated during
WCE, but only a limited set of keyframes are used for actual
diagnostic process. Therefore, sending all the video data to

@ Springer

gastroenterologists for analysis is the wastage of several re-
sources such as battery, energy, and bandwidth [55]. In addi-
tion, analyzing this enormous amount of gastrointestinal video
data wastes the valuable time of gastroenterologists.
Furthermore, sending such large amount of video data to re-
mote patient monitoring centers and gastroenterologists se-
curely is also a challenging task. To address these problems,
video prioritization combined with the proposed security
framework can be used as shown in Fig. 10.

In this scenario, keyframes can be extracted from the huge
WCE video using the video summarization technology by
taking decisions based on the saliency map, computed by
fusing the various features of video frames such as multi-
scale contrast, curvature, and image moments as done in our
recent work [55]. A detailed overview of the proposed system
is illustrated in Fig. 10. For further detailed study, the reader is
referred to [57-62], and [63—65] for video summarization,
WCE, and image steganography, respectively. The summa-
rized sequence of keyframes can be then sent securely using
the proposed steganographic method to gastroenterologists
and remote patient monitoring centers, ensuring the patient’s
privacy and maintaining the accuracy and security of summa-
rized WCE information. Unlike traditional endoscopy
methods, which require special medical staff and proper hos-
pitalization, this application will result in five main advan-
tages including patient’s privacy, minimizing transmission
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cost, bandwidth, and storage costs, saving the precious time of
gastroenterologists, and secure transmission of summarized
WCE keyframes.

Conclusion and future work

In this paper, an imperceptible image steganographic scheme
with dual-level security is proposed. The secret information
encrypted by TLEA is embedded into the cover image, scram-
bled by the proposed image scrambler using cyclic18 LSB
substitution method. The utilization of LSB and intermediate
LSBs for data hiding using the proposed method preserves the
visual transparency of stego images, hence minimizes the
chances of detection by HVS. The proposed system intro-
duces multiple security barriers for attackers by incorporating
message blocks division, TLEA, image scrambling, and rotat-
ing the sub-images at various angles, hence making data ex-
traction very challenging for adversaries. Furthermore, the
system provides enough security to resist the brute-force at-
tack. The qualitative and quantitative experimental results
conclude that the proposed scheme provides better
imperceptibility and security along with an improved visual
quality of the stego images, making it one of the best candi-
dates for secure communication in general and secure trans-
mission of EPR and keyframes to healthcare centers in
specific.

In the future, we will tend to use sparse representation
combining with visual attention models to effectively repre-
sent the cover image and hide data based on the saliency
information. This will result in larger payload as well as better
visual quality. We also plan to further increase the security of
the proposed system and extend its applications to wireless
multimedia surveillance networks and medical imaging based
areas.
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